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The Information Assurance and Cyber Security Program Office plans, manages and executes program resources to ensure
continued protection of Navy and joint information, telecommunications and information systems from hostile exploitation and
attack. PMW 130’s mission is to acquire and sustain cyber security products and services to ensure strong authentication, data
integrity, confidentiality, non-repudiation and availability of network resources and information.

° Crypto and Key Management
Provide modernized cryptography and associated key delivery infrastructure to Navy, Marine Corps, Coast Guard and
Military Sealift Command to ensure confidentiality of mission critical information.
0 Navy Cryptography, Data and Voice
= Cryptographic Modernization (RDT&E of new crypto devices required for naval forces)
= Crypto Products (procurement, fielding and sustainment)
o0 Electronic Key Management System (EKMS)/Key Management Infrastructure (KMI), (NSA-ACAT IAM)
0 Tactical Key Loader (TKL) — crypto key fill device for Marine Corps and Special Forces (AAP)
0  Public Key Infrastructure (PKI), (DISA-ACAT IAM)

o Network Security
Deliver products and services that enable the exchange, storage and processing of data by protecting, monitoring, analyzing,
detecting and responding to unauthorized activity within the Department of Defense information systems and networks of the
Department of Defense information networks.

0 Computer Network Defense (ACAT IVT) — Navy Tactical Afloat and Shore
0 Radiant Mercury, Cross Domain Solution (AAP)
0  Network Security Analysis Tools
0  Navy Cyber Situational Awareness
e Cyber Security Services

Provide cyber security architecture engineering for product development/integration and cyber security readiness services.
0  Online Services (INFOSEC Website, ITAC Help Desk and anti-virus support)
0 Program of Record Cyber Security Collaboration
0 Policy Review
0 TEMPEST Support
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